ABSTRACT Utility electric grid is expected to face some of the major challenges modern power generation, and distribution systems will pose in the years to come. In this paper, a complete overview of those challenges is presented, for the first time, with proper detailed explanation and their implication. Smart grid security, power system generation and distribution side complications, integration of renewable energy systems, storage devices, modern equipment, and technologies make modern-day power generation and transmission more complex than ever. Thus, the utility grid requires major renovations and upgraded protection schemes to adapt to these changes. The required solutions with discussions are also presented in this paper. In addition, the challenges are classified according to their severity, and the solutions that are best suited to mitigate each challenge are also identified. Challenges of the modern utility grid and their prospective solutions are expected to open up a lot of opportunities for researchers around the world, who work toward improving the utility by adopting latest technologies.
I. INTRODUCTION
Power generation and distribution have always been key features towards the development of modern society. As a result, researchers around the world are continuously engaged in developing innovative technologies to meet the growing demand for power. Insofar as generation is concerned, renewable energy sources such as solar power, wind energy, biomass power and hybrid power will dominate future power generation [1] - [4] . The traditional electric power grid has been designed to accommodate the traditional energy distribution system, which makes it difficult to retrofit the ongoing changes in power/energy generation.
The electric grid faces many challenges related to its future development towards improved power generations and distribution. Identifying those challenges and developing necessary strategies to counter them will be critical towards its growth. As the utility grid becomes computerized with improved technologies, power electronics devices, and microgrids/smart grids gain popularity, the threat of cyber-attacks rises significantly [5] , [6] -which can seriously affect grid reliability, and cause serious blackouts. The next-generation grid systems rely heavily on communication, and transmitting data through public communication channels involve security risks [7] . More security issues arise from weak protocols, improper session management, and poor authentication [8] . Distributed generation, such as residential solar systems are gaining popularity in recent times as well. Such systems reduce sales for the utilities, and present unique challenges such as bidirectional flow of power. Large-scale power generation is also moving towards renewables, such as wind and solar power. Intermittency of these systems pose a major problem for utilities in terms of planning and cost. With distributed generation, smart grids, and associated automation, the system is now more complex than ever. Fig. 1 shows the major technological components of the modern grid system that multiplies the system complexity. Electrification in the transportation sector (electric vehicles) are bringing heavy loads to the grid, which needs immediate attention. All these issues demand a massive upgrade of the existing grid infrastructure, and shift towards new and novel operational and business strategies -but these are also being hindered by the associated costs, and regulatory challenges that do not allow for a fast transition. Moreover, the workforce in this sector is currently an aging one, indicating an imminent shortage of skilled workers.
As the trials for utilities pile up with the forward march of technology, the solutions to these mounting challenges also lie within applying those very technologies properly. Key areas of concern of modern grid system which will make the power system more complex than ever.
Utilities need to move towards the new grid system that comes with integrated communication and computational capabilities. Strong cyber-security in such systems is a must, and utilities have to ensure that. This, of course, means massive upgrades in the infrastructure. Adhering to century-old systems will only make them perish. They also need to embrace the upcoming technologies that are challenging them, namely, distributed energy resources (DER) and renewable energy sources (RES). Such systems owned by utilities will allow them to move towards the right direction in terms of environmental benefits and customer satisfaction, and these will enable them to provide more diverse services to their clientele. New business strategies are also mandatory to generate revenues in the changed utility landscape. Finally, all these changes definitely demand for reforms in organizational and federal regulations.
In this paper, a comprehensive overview of all the utility grid challenges, and their possible solutions are presented. In section II, the challenges of the utility grid are presented with necessary details. In section III, the solutions of the challenges presented in the previous section are discussed. The steps best suited to mitigate the challenges mentioned are identified, with classification of the challenges based on their severity, and how often the utilities face them. Finally, the conclusions are drawn in section IV.
II. CHALLENGES
The challenges associated with utility grid may vary based on the market, model, and region; but the core problems remain the same throughout the world. Mostly, aging infrastructure and workforce, change of resource mix, rise of distributed generation, shift towards energy efficiency and negative demand growth, integration of smart technologies, and improper regulations are responsible for the enormous challenges we are facing in the utility grid. The contributions of the factors putting today's grid to test are visualized in Fig. 2 ; the old infrastructure and the aging workforce are causing most of the trouble, while the shifts in technology and current regulations build up the rest.
A. CYBER THREATS AND ATTACKS IN UTILITY
The integration of real-time monitoring, advanced sensing, and communications for analytics and control widely increases the chances of attacking the power generation and distribution system -which can be regarded as cyber-attack in power systems. As cyber infrastructure increases connectivity, automation and control take over electric grid. This leads to increased motivations for the attacks. Despite being more sophisticated in cyber-security than other industries, utilities are the most targeted, and the most breached onesemphasizing the insufficiency of the actions taken in this sector [9] . This scenario can be visualized from Fig. 3 , which shows the amount of cyber-attack incidents recorded by the United States Department of Homeland Security's National Cybersecurity and Communications Integration Center, in the fiscal year of 2014. Cyber security of a utility grid presents a timely engineering problem which needs to be resolved soon. Cyber-attacks are capable of leading a system to malfunctioning by showing false data, and can also suppress error messages and warnings from being displayed -thus leading to a system collapse [10] . Studies show that for cyber protection, focus on the data flow between the intelligent electronic devices (IEDs) and control centers is absolutely essential [11] . However, there is a lot more to be done in order to quantitatively predict the physical impacts of an attack. The ultimate objective of a smart grid is to provide secured power. Thus, while analyzing cyber-threats, it becomes critical to understand the influence of a given dataset on power delivery limit to focus on mitigation. Our ability to measure the impact of cyber-attack on utility is limited by the mathematical models of interactive sub-networks which are either vague, or simply do not exist [12] . Striking a balance between information accessibility and privacy preservation is complex. The bigger the exposure to information, the smarter and more effective the decision-making process would become. However, this accessibility also leads to a lack of information security.
Supervisory control and data acquisition (SCADA) systems are now being used widely in utility systems for the purpose of monitoring, control, and operation. Power generation plants, chemical plants, water treatment plants, damsall use this system to carry on their operations. Deployment of SCADA enabled better monitoring and response in case of faults; it also provided better control capabilities; but at the same time, its dependence on connectivity has made it prone to a wide range of cyber-attacks -thus rendering the utility systems employing these systems vulnerable. The Stuxnet incident can be presented as an example of cyber-attack on SCADA systems [14] . Some typical ways of attacking a SCADA system can be via network cables and equipment, computers, master terminal unit, and remote terminal unit platforms. In such systems, resiliency is needed not only to cope with cyber-attacks, but also to overcome the disruptions caused by physical damages to the equipment caused by natural disasters or any form of physical attack to the system. Ways in which SCADA systems are attacked are showed in Fig. 4 . As the systems get more connected within themselves and to the internet, the attack frequency and methods are sure to rise. Fig. 5 shows the monthly SCADA hits over the world during 2013-2014, as reported by Dell. The highest number of attacks (around 13 million) took place in November 2013.
In late 2017, two security vulnerabilities of solar inverters: Meltdown, and Spectre, had been discovered [16] . Automated generation control systems (AGC) can fall victim to Aurora attacks -which manipulate the opening and closing of circuit breakers is a way that the generators under attack become desynchronized and can even be damaged and destroyed as a result [17] . This attack can be launched without even having complete information about the target system [18] . An overview of notable cyber-attacks in recent times is presented in [19] . AGCs can also be attacked by inserting false frequency deviation data, leading to load shedding [17] . One of the earliest identified attacks on transmission systems is interdiction attack, where components of a transmission arrangement (e.g. lines, transformers, buses etc.) are made to trip by false or manipulated data [20] . Reference [21] showed that such types of attacks can also be applied to wind farms by exploiting the vulnerabilities of SCADA or energy management systems (EMS). Substations hold a prominent spot in cyber-vulnerability, as a few fallen substations can cause blackouts to a power system consisting of thousands of substations [17] . Investigations conducted in [22] showed that complete control of a substation could be hacked even if multiple firewalls and protection mechanisms are in place. False messages from attackers can misconfigure voltage controllers, resulting in voltage fluctuation, and instability in system [23] . The same can happen with switching signals where malicious signals can be used to guide a transmission system towards worse or unstable operating conditions leading to unstable voltage and frequency, cascading failures, and malicious use of energy storage systems for destabilization [17] , [24] - [26] . False data can also achieve redistribution of loads in different busses without changing the total load of the system, thus creating the chance to stay unnoticed, and such attacks can have significant effect on the reliability of power systems [27] .
Phasor measurement units (PMU) are an essential part of the modern power system. Advanced metering architecture (AMI) of microgrids and smart grids connect all the smart meters in the network as well as data storage and analyzing facilities [17] , [28] . Each of these components can be exploited for cyber-attacks, which make utilities exposed to harms more than ever. PMUs use global positioning system (GPS) for time stamps required for synchronized operation in a connected system, as it provides better awareness of the system conditions. However, this dependence on GPS time stamps can be exploited to raise false alarms by inserting false data in guise of authentic ones. This type of attack is termed as ''spoofing'' [29] , [30] . Smart meters on the other hand, are only equipped with basic security features because of hardware and cost constraints [17] . AMIs face major threats from data and energy thefts [31] - [34] . They are also prone to being flooded with malicious data, resulting in paralysis of the whole network assigned for metering [35] . The load frequency control (LFC) of a grid system can also be affected by such attacks [36] . The energy market data can also be engineered to make illicit profit [37] .
It can be noted that for many attack types, attackers do not need detailed information about the target system, and can launch attacks resulting in serious blackouts, based on only publicly available data [17] , [38] .
B. CHALLENGES IN TRANSMISSION SYSTEM AND FROM AGING INFRASTRUCTURE
Generally, renewable energy sources like wind and hydro require long distance transmission lines to carry the power they generate. It takes many years to build such infrastructure and plan the generation units. Planning for transmission expansion to support increasing levels of wind generation in dispersed areas is essential to the growth of the wind sector. Moreover, the previously constructed transmission lines may not be able to handle modern smart grid and related renewable energy sources. The interconnection standards may also have to be broadened to address greater levels of power factor control and low-voltage ride through (LVRT). Additionally, transient stability issues associated with transmission should also be addressed. Interfacing issues and compatibility problems may arise with the constant upgrading of system components. With passing time, both mechanical and electrical parameters of grid infrastructure and transmission lines change. Performance of the components also deteriorate with respect to time as they have to withstand stress from electrical, mechanical, and natural forces (wind, snow, dust etc.) -causing friction, tension, and corrosion. The factors behind degradation of transmission lines are shown in Fig. 6 . 
C. REGULATORY CHALLENGES
As discussed earlier, the emerging trends pose significant challenges to the utilities; but on top of that, the organizations trying to cope with them by employing new technologies face regulatory impediments -which slows down the transformation of the present utility model, even if the organization is willing to do so. In a 2018 survey, where around 600 utility employees attended, justifying investments in novel technologies such as microgrid, energy storage systems, and EV chargers appeared as the major challenge. 45% of the participants indicated this as the primary obstacle they are facing [39] . The infographic obtained from this survey (shown in Fig. 7) , shows that the other challenges too arise from the issues discussed earlier, such as reduction in sales, need to expand on DG, and retaining the customer base.
Absence of proper government regulatory bodies to approve next-generation infrastructure is a prominent problem as well. This can be realized from the hurdles operators in the USA are facing to construct high voltage DC lines that can transmit renewable energy generated in one state to load centers multiple states away. Such transmission lines are envisioned as a key promoter of widespread RES deployment. But as such lines now need to be approved by different Regulatory challenges faced by utilities as found by [39] . Justifying the emerging investments is the major one, impeding the pace of change at utilities.
state regulatory bodies which often have varied requirements, such projects are now taking years to get approval; getting rejected in some states after being approved at the others is also happening. One example of such incidents is the Grain Belt power line project of Clean Line [40] -which got rejected twice at Missouri after getting approval from other three states through which it is designed to pass. Such cases are highlighting a major obstacle the utilities are facing to implement new infrastructure that can reshape the business status quo, and also underscoring the need for a powerful federal authority to handle these cases to cut down the time for attaining all the necessary approvals [41] .
D. CHALLENGES IN WORKFORCE
The workforce challenge is a major concern for utility grid now. The electric utility industry is pretty much stable which gives longevity of employment. As a consequence, utilities now have an aging workforce that needs to be changed. However, these retired workers take with them decades of knowledge and experience. This leaves utilities with a new set of challenges involving recruiting and training new workforce [42] . The problem becomes even more critical in countries where the population is not big or the environment is a bit adverse. As Fig. 8 suggests, most of the current workforce (26%) is aged between 45 to 54 years. The median age is 42.2 years. 23% of the employees are aged between 55 to 64 years. It is evident from the figure that, as most of the skilled personnel moves towards retirement, the void is not being filled up by young people.
E. CHALLENGES FROM DISTRIBUTED GENERATION AND MIXED SOURCES OF GENERATION
Energy generation system is getting diversified with the advent of modern technologies. Utility spending has jumped from $1.6 billion in 2006 to about $5.9 billion last year, according to a report from the American Council for an Energy Efficient Economy (ACEEE) [44] . Low demand growth is a critical problem for utilities and generators. Strong demand growth will help in spreading utilities, keeping the cost per unit of electricity low. Weak growth means increased cost. And as the cost increases, energy efficiency and distributed generation (DG) become more attractive, which in turn reduce sales. Again, lower sales can also lead to a degradation of issued utilities, which will increase their cost of capital. This can lead to higher prices to be paid by the consumers, reinforcing the vicious positive feedback cycle that is regarded as the utility death spiral (shown in Fig. 9 ). FIGURE 9. Viscous cycle causing the utility death spiral [44] .
As more users are shifting towards renewable energy with decreasing cost of solar and increasing capacity of energy storages, electricity sales are decreasing rapidly, which can be visualized from Fig. 10 . This figure shows the high rate of increase in distributed energy resources (DER) revenue, while revenues from conventional electricity distribution industries are hardly increasing. At this rate, customer DERs may generate the equal amount of revenue as the distribution sector in future, maybe even more. Residential solar photovoltaic (PV) installation with connection to the grid has been increasing since 2007 (Fig. 11 ). This inclination to generation from renewables are changing the utility industry too. Utilities contributed the most to USA grid connected PV installation in recent times, as can be seen from Fig. 11 . Most of the addition in utility-scale electricity generation capacity in the USA in 2016 is contributed by solar and wind, which have been increasing gradually since 2006 (Fig. 12) . The globally installed PV capacity is predicted to reach 290 GW by 2020 (Fig. 13) . The wind power capacity is increasing as well. It was 432.4 GW in 2015 (Fig. 14) , and is increasing each year. Renewables accounted for about 1.5 Megawatthours of generation in the USA in 2015 (Fig. 15) .
From the beginning of centralized generation, utilities maintained a one-way system delivering electricity to the customers from the power plants. As the costs of distributed generation are decreasing, the generation scenario is moving towards the customers. Deployment of solar panels are increasing among commercial and residential consumers, and it is expected to rise further. Such growths in distributed generation create both risks and opportunities for utilities. [48] , [49] .
Their existence depends on their ability to cope with this changing situation and make use of the chances distributed generation allows them to exploit. Popular distributed generation systems employed at the residential side include: VOLUME 6, 2018 FIGURE 15. Electricity generation in the USA from renewables is rising over the years, providing around 1.5 Megawatthours in 2015 [50] . solar photovoltaic (PV) systems, small-scale wind turbines, fuel cells using natural gas, and backup generators for emergency -generally fueled by diesel or gasoline. Distributed generation schemes that can be employed for industrial and commercial usage can be listed as: combined heat and power systems, solar photovoltaic panels, wind turbines, hydropower, biomass combustion or cofiring, municipal solid waste incineration, fuel cells fired by natural gas or biomass, and reciprocating combustion engines including backup generators, which can be fueled by oil [51] . The distributed generation schemes are listed in Fig. 16 . Table 1 shows the distributed energy resources (DER) most likely to dominate in different regions in the USA; EV charging is considered a DER because smart charging or vehicle-to-grid (V2G) schemes (both unidirectional and bidirectional) are capable of providing grid support [52] . With ever increasing adoption of DG, utilities are at the risk of losing some of the customers who opt to generate their own power. Because of complex reactive power equilibrium, use of power electronics interfacing, and bidirectional power flow, DG units are also expected to have significant detrimental effects on the system voltage profile -which the utilities have to maintain, thus causing further troubles for the grid operators [53] . If distributed generating facilities are built and operated by utilities, then they will need proper infrastructure, control, and protection systems to maintain and operate them [54] - [56] . The conventional systems will not work in such cases; and the protection systems used so far will not be effective -as the protecting devices now have to be able to cope with both the distribution voltage and the grid voltage (as DGs often supply to the grid too), be capable of identifying if the fault current is coming from the grid or the DG unit, and have some communication capability to be useful for future protection schemes [57] . It should also be ensured that DG units are synchronized with the grid whenever the DG systems connect to the grid [57] . In many cases, owners of DG facilities sell their generated power to the grid. The utilities also have to decide if they want to purchase this power from such establishments, and if they decide to buy, a proper pricing structure is needed. Instability issues caused by DGs are also a matter of concern [58] , [59] . The challenges caused by DG to the utilities are shown in Fig. 17 .
F. CHALLENGES FROM INTERMITTENT NATURE OF RENEWABLE ENERGY SOURCES
Renewable energy sources are intermittent by nature. The limited dispatchability and the intermittent nature of wind and solar generation require grid operators to deploy ancillary services such as spinning reserve and regulation in order to maintain reliability and operational requirements. The output of wind turbines varies with the available wind speed. For changes in wind speed from 5 ms−1 to 13 ms −1 , typical wind turbine output changes drastically, reaching 100% output from a meager 8%. Wind turbines normally operate in this window, and therefore, produces highly variable outputs. For wind speeds above 13 ms −1 to around 25 ms −1 , the 100% output is maintained, but above 25 ms −1 , the output becomes zero. This output pattern can be seen from Fig. 18 . As wind speed varies overtime, outputs of wind turbines vary as well, and their generation can only be as predictable as the weather. Fig. 19 shows wind power prediction and generation in Belgium for a week. It can be clearly seen how variable the generation is. Though the measured generation followed the forecast largely, there are some discrepancies -which underscores the uncertainty surrounding proper estimation of generation from renewable sources.
The large penetration of wind generation may also lead to more generation than needed due to peak hours. Accurate hourly and sub-hourly wind and solar generation forecasting are needed to allow for other unit commitment and additional services as well as maintaining the required hourly ramping, which would require more smart equipment and algorithm to process the unit commitment. Regional scheduling practices for intermittent resources need to be further enhanced to address banking and shaping in addition to energy balancing needs [60] . The main problem is how to model renewable energy source and predict their output. The intermittent and fluctuant nature of wind and solar generation requires much more complicated forecasting and scheduling [62] . Both short-term and long-term predictions of renewable source generation and weather must be studied and explored [63] - [66] . Unlike conventional power plants, the renewable sources (wind, solar) cannot be operated at overloads during peak hours to supply additional demand. The unpredictability of such systems can cause instability or power failure in such situations. The grids with integrated renewables therefore need advanced energy management systems based on availability of power, demand, energy unit price, storage, and generation cost. The generation from renewable sources can be deemed as noise from the grid's point of view if they make up a meager 5-10% of the total demand. Renewables, because of their intermittency, causes disruption in the planning of daily operation of electric grids. As power supplied from renewables fluctuate over a number of time horizons, operators are forced to adjust the operating procedures in real time, or only some hour or day ahead. Fig. 20 shows the outputs of two sources, along with the demand, in a hybrid power system consisting of a diesel generator and a PV system. The demand is considered constant for simplicity, and variation of PV generation is considered. To meet the demand precisely, the generator output has to be varied all the time as the PV output varies every minute. This cycling is detrimental to the system, as it reduces the generator's efficiency and subjects it to strain. In reality, the demand VOLUME 6, 2018 also fluctuates over-time, and this problem becomes far more prominent. In this way, quick variation of solar or wind energy outputs interrupt the grid's planning phase of hourly load-following, it even disrupts the second-to-second balance between total demand and supply. However, although the integration of renewables and associated control make operation of grid more complex, it is nothing compared to the labor needed in creating the power system in its early daysand thus the effort required in these tasks can be justified. The major challenge that remains is minimizing the cost associated with controlling the intermittency of renewable sources [67] .
G. CHALLENGES FROM MICROGRID AND SMART GRID
Microgrid (and smart grid) in a power system is considered as a noise which works with the support of an algorithm to supply the shortage of power when needed and take the extra power when required. However, this on and off nature makes this grid one of the reasons for instability in power grids. Adoption of such systems by the utilities are troublesome as well. Being cyber-physical establishments, microgrids and smart grids come with all the security and vulnerability concerns of such systems [17] , which is discussed in detail in section II.A. These next-generation grid architectures make use of a lot of connected devices, which make them exposed to serious vulnerabilities including cyber-attack, device malfunction, data and power theft [69] . Carrying on authorization and authentication, and maintaining observability, accessibility, and privacy are a must to avoid any malicious modification in the system [70] - [72] , which pose some serious challenges, and demand significant hardware and software upgrade. These additional vulnerabilities also increase the possibility of cascaded failures [73] . Nigim and Lee [74] investigated into the obstacles for microgrid integration in the existing system, and classified the associated challenges into two broad categories: technical challenges (islanding, safety, protection, management, power quality, reliability etc.), and non-technical challenges (incentives, insurance, pricing, responsibility of risk etc.). They further went on to list some utility concerns of the utmost importance, which include: safety protocols for workers' safety that allow utilities to access DG premises if they need to be disconnected, bidirectional power flow, proper forecasting and scheduling of renewable energy sources (RES), protocols for allowing access to the DGs trying to inject power to the grid, coordination of islanding, determining the optimum DG penetration limit, and protection of infrastructure.
Many different communication protocols and technologies are used in smart grid. Each of them has its own security issues and authorization requirements which is not a trivial problem. These protocols use cryptographic keys for secure communication between two ends. However, before the cryptographic keys can be used, securely issuing and exchanging these keys must be done. One viable alternative is proper design change, as suggested in [75] , which is a popular approach used in communications. Present grids are working at the exhaustion limit of their reliable operation in most locations because of increasing energy consumption and the use of modern tools [72] . This surely increases system reliability risk. To improve system performance, development of effective approaches to compute the margins in advance for reliable operation of the system is needed first. Finally, real-time monitoring methods to dynamically monitor the margins are needed. Additionally, maximizing the asset utilization can reduce the margins and hence increase the risk of system failure. We should balance the utilization maximization and the risk associated with it. Much more complex decision-making process needs to be put into place in order to lower the risk issues within shorter time [72] . However, real challenge lies in the fact that smart grids might have thousands of nodes, which make real-time monitoring very difficult. Now the involvement and adoption of smart grid technologies have created more security issues at all levels including communication, consumer, and energy provider levels. Further investigation has been launched to scrutinize confidentiality, authentication, authorization, integrity, and non-repudiation for smart grid technologies. Innovation in this field and emerging solutions are being proposed in different literatures. New techniques of making smarter security for electrical systems were suggested before [76] . Lu et al. [77] evaluated the impact of security threats and presented the security issues. Khurana et al. [78] also investigated smart grid security factors as well. McDaniel and McLaughlin [6] presented smart infrastructure and various security and privacy challenges. They treated security and privacy issues separately. However, the work of McDaniel et al. provided a limited overview of smart grid privacy. At the same time, it did highlight the importance of future smart grid adoption. This led to the study of privacy in smart grid by generating a lot of interest in the research community regarding this field. Smart grid is advantageous as it enables utilities and consumers to integrate new demand side and supply side renewables, provides energy consumption reducing recommendations to reduce cost, and incorporates the use of programmable controllable thermostats to save the maximum amount of energy. Use of similar devices can provide both demand response and price response facilities to reduce demand at peak hours. Smart grid can also provide smart billing system with paperless, electronic payment option and cost reduction; as well as regular updates via e-mail and web along with specialized alert systems. It can also enable energy auditors to suggest the best way to improve energy fitness of establishments from grid data, and reduce the duration and scope of outages by intelligent switching which enables better isolation of faults. Table 2 shows the ways in which smart grid is different than the conventional one. Switching to smart grid means a colossal change in power sector, one which calls for serious organizational changes in the utilities. The operators in the field will need to have technical knowledge much different from the previous generations; technical systems will incorporate more communication and automation than ever and the organization itself will have to handle works with greater complexity, and carry out wider data management and mining. These are visualized in Fig. 21 .
H. CHALLENGES IN COMMUNICATION
Continuous availability of two way, high-speed digital communications is a must for modern day digital systems. It is impossible to imagine a digital enterprise or a modern grid without internet at this moment. Integration and interoperability of all devices are not possible without it. The complexity of grid edge will demand monitoring and automation of the distribution lines. To accomplish this complex and dynamic system, proper systems must be in place. All the devices must communicate with each other and must be connected to each other. Everything must coordinate properly. Thus, the demand for high-speed unlimited internet has become an urgent need for utility grids. All the related activity of a grid including communicating with the customer will need to be carried out through the internet soon. The internet will not exist without electricity, but now electricity too will not be able to sustain without the internet [42] .
From Fig. 22 , it can be seen that the new grid system uses networks of different sizes and maintains data exchange between them using standard communication protocols generally used for internet. Therefore, the old means of communicating, for example, power line communication (PLC) is becoming invalid. The new system requires installation of devices capable of sending and receiving data encapsulated in proper packets according to the protocols. New devices, for example, routers and switches are required as well to send these data to proper destinations. All these means new infrastructure development, installation, and maintenance for the utilities. The colossal change in the infrastructure required to move to the smart grid system from the conventional one can be visualized from Fig. 23 . Whereas the conventional system has one-way flow of power -from power plants to consumers, the new system has power flowing in both directions, and has FIGURE 23. Power and telecommunication network in (a) conventional grid and (b) smart grid system. The conventional system has one-way flow of power, whereas in the smart grid system the power flows both ways, and it has additional communication networks.
additional communication networks connecting all the nodes of the system.
I. CHALLENGES FROM ENERGY STORAGE SYSTEMS AND EVOLVING TECHNOLOGIES
Proper investigation is required to study the feasibility of integrating different distributed energy storage systems in combination with distributed energy on the electric grid and conventional power stations. This takes into account tied-in and standalone, mini/microgrids (AC/DC), hybrid power systems (HPS), and power parks. In order to implement standardized control strategies for storage systems, taking both storage and grid side into consideration is a must [80] , [81] . However, this includes not only improvement of advanced power electronic converters but also optimization to act as an interface between energy storages and the electrical grid. At the same time, this should lead to a rapid planning and integration strategy in which the planning task should produce the automation platform for the real system including storage system behavior, operation modes, and control function. Geothermal and biofuels behave similarly to conventional generation whereas wind and solar have an adverse impact on reliability. Due to their variability and low capacity, net demand profile becomes steeper. Other concerns include congestion of distribution sources, voltage and frequency regulation, congestion of transmission lines due to large installations, and difficulties in load profile forecasting. Conventionally, storage systems such as hydro have been used as a solution to address the variable demand. To accommodate wind and solar power, more reliable storage devices and electric vehicles (EV) can be deployed [72] . The world already has a considerable amount of storage systems installed, Japan and the United States being the frontrunners (Fig. 24) . The current trend suggests storage systems will get more common for grid systems as renewables become more prominent as energy sources. Energy storages has use all over the power system infrastructure; the technologies, however, differ a bit according to their use. Batteries are the most common ones, and can be used everywhere: conventional generation side, for renewables, at the consumer side, for transmission and distribution, and by independent system operators (ISO). For the generation side, energy storages provide an alternative to additional plants, and they are also free of emission -thus giving utilities certain advantages in the face of strict emission regulations and aging plants. Their use in generation includes increased supply capacity and energy time-shift. Storages are particularly helpful for renewables, as they provide a perfect solution to the inherent intermittency, and can also facilitate delivery of power to the grid only when necessary. Those enable renewable plants to attain capacity firming, timeshifting, and better integration with the grid. For consumers, storages ensure better reliability and power quality, especially during outages, they also provide energy management and demand management options. ISOs get better quality and stability in their grids comprised of dynamic and disparate supplies and loads by using storages. It enables them of area regulation, obtaining reserve capacity, load following, and voltage support. Transmission and distribution sectors benefit from storage as it enables them of congestion relief, deferral, and providing transmission support and substation on-site power [82] . Fig. 25 shows the different storage systems used in these sectors. These systems can be broadly classified as mechanical, electrochemical, chemical, electrical, and thermal -according to the mechanisms they use to store and supply electrical energy. Fig. 26 shows these classifications. As new storage technologies (such as the batteries) are becoming more matured, new business models also started to appear to offer better structures to apply them in the power scenario. Coupled with the emerging markets, these undeniably indicate the unstoppable presence of storage systems on the premises of the utilities. Fig. 27 demonstrates this scenario. The trends in the USA also indicate the rapid growth of storage deployment. Though till date, major usage has been in utilities, residential usage is predicted to have a major boost in the coming years (Fig. 28) . For traditional utilities, the advent of wider deployment of electricity storage represents both an opportunity and a challenge. The challenge comes from the FIGURE 27. Storage systems are becoming popular at the consumer side as the technology matures and costs decrease [82] . FIGURE 28. The US energy storage market is growing steadily. The deployment is expected to be 1000MW in 2019 [82] .
possibility of a diminishing customer base as residential uses of rooftop solar combined with storage systems may galvanize customers to cut links with the grid based utility. The cost of maintaining the infrastructure with reduced customers, and gaining some profit after that, may pose a big challenge to the utilities [82] . The trend of diminishing customer base has already been started, as can be seen from Fig. 29 : residential electricity consumption has been declining since 2006. The technology developers of such systems, however, can face troubles while advancing to large-scale projects from the small models. They may have to take big, high-profile risks, and at the same time, grow the customer base in order to get the best of this storage trend [82] . Riding on the trend, by exploiting the advantages storages offer to the utilities, is not any easy job either. Incorporating storages means more monitoring and control, which increases system complexity, as can be seen from Fig. 30 . 
J. CHALLENGES OF SYSTEM COMPLEXITY
The advanced infrastructure used in smart grid creates a delicate problem. On one hand, it works for our benefit; but on the other hand, increased system complexity and expanded communication paths can cause vulnerability to cyber-attacks and system failures [85] . A smart grid can consist of millions of nodes. This system scale makes it extremely difficult to anticipate how attacks by an unpredictable and intelligent adversary can take place, and what could happen if they take place, due to many factors which are difficult to predict [86] . Sub-grid can be one possible solution where system complexity can be decreased dramatically, and the impact of attacks and system damages can be restricted to a limited. The existence of connected systems causes failures or attacks which cannot be completely eliminated. Since electric vehicles (EV) are emerging as a significant factor of load growth, they can affect demand variability and create associated reliability problems as well [52] , [87] - [89] . Their long recharge time means the vehicles will be unavailable for a longer time which creates congestion at the distribution level. Moreover, if utilities decide to invest in EV charging stations, the associated challenges will be proportional to the scale of the projects they will undertake. The investment amounts are quite hefty, and the returns are not guaranteed as well. There is also the chance of total loss if EVs do not turn out to be as popular in future as expected today [39] . Thus, complete solution must include both autonomy, interconnectivity, and careful planning. From Fig. 31 , it can be seen that in the modern grid system, flow of both data and power are crucial, and these flows are bidirectional. In comparison, conventional grid systems normally handle power flow in a single direction -from generating stations to consumers. To handle this intricate system, additional devices and control mechanisms are required. Interconnections, and handling apparatus of these systems increase the overall complexity.
K. CHALLENGES OF COST ISSUES
As the system is becoming more complex and modern technologies are being introduced, the cost of power generation is increasing at the same time. Both fixed and variable costs are increasing with complexity at both the distribution and FIGURE 32. Cost of upgrading the traditional distribution system to smart grid [90] . The majority of the cost is related to the automation of the system. FIGURE 33. Increased cost at consumer side for smart grid [90] . The majority of the cost is related to automation, communication, and backup facilities.
the consumer side (shown in Fig. 32 and Fig. 33 ). However, utility revenues are not increasing as the sales are declining as a result of increased use of energy efficient equipment, and distributed generation. Customers are always looking for alternatives to compensate for any step taken to overcome the cost issues. Utilities collect the majority of their revenue by adding a variable quantity for energy consumption. The cost of electricity should vary depending on the time of the year they are being supplied. But customers pay their bill in a lump sum. Typical approaches to the cost of service do not apply in the electricity sector. Therefore, other than recovering the cost and earning some profits, new goals need to be set. They must offer prices that will be above cost sometimes and sometimes below. Utilities should look to set a price that customers will pay in competitive markets while ensuring financial viability which would be more suitable for the business [42] . FIGURE 34. Current problems faced by the utilities, as found out from the participants' response in [39] . Cyber-security is the biggest concern.
The extents to which the prevailing problems are challenging the utilities can be seen from the results obtained from [39] , which are presented in Fig. 34 . Cyber-security is the biggest concern of course, and emphasis on it has increased in 2018 as compared to 2017. Concerns in almost all other factors increased in 2018 as compared to 2017; the prominent ones including DER and renewables, reliability, aging infrastructure, workforce, EVs, and consumer and load trends. Regulatory reforms and environmental mandates registered a little less alarm in 2018 as compared to 2017 -indicating the slight shift in these sectors working in favor of the utilities. This presentation from [39] also strengthens the arguments presented in this review paper about the present challenges of the utilities, as the challenges identified here are all being felt currently in this sector -as can be seen from Fig. 34 .
III. FEASIBLE SOLUTIONS
A comprehensive overhaul of the utility grid is required to stand strong against the challenges it faces with the changing time and technology. Such upgrades include renovating the VOLUME 6, 2018 infrastructure, as well as changes in business and operational strategies. These steps, that can help the utilities to overcome the impediments they face today, are presented in this section.
A. CYBER-SECURITY MEASURES
One of the possible ways of overcoming the security issues of cyber-attack would be assessing the risk of attack. There are different strategies for mitigating different cyber threats associated with the utility grid. Implementing proper algorithms is one of them. One possible working principle of such algorithms is shown in Fig. 35 .
FIGURE 35. Cyber threat validation by implementing a proper algorithm.
By using role-based access control (RBAC), it is possible to increase the reliability of the system and eliminate potential security threats. Existing RBAC schemes only work properly for a single domain, not for multiple domains. Cheung et al. [91] designed an RBAC model especially suited for smart grid, known as smart-grid role-based access control (SRAC). In this model, the proposed control point of each regional network keeps the security information for all community networks and residential networks. It acts as an interface to communicate with outside users from other regional networks. Some requirements are taken into consideration. For example, a role in a community network may take on some tasks belonging to another community network; a user may be assigned multiple roles, while conflict of interest of the roles must be prevented; the trust relationship between users of a home regional network and those of a foreign regional network is required for establishing a foreign user network access policy.
The reliability of smart grid is subject to the authenticity of devices and data traffic in the grid. Since device authentication is normally the first step of a data communication session, its results are often key for encrypting and authenticating subsequent data packets and ensuring data integrity. An authentication scheme should be involved to ensure minimal message exchange between grid devices. Fouda et al. [92] proposed a lightweight two-step mutual authentication protocol, which is shown in Fig. 36 .
There are two types of metering data in smartgrid communication, one transmitted at a low frequency and the other at a high frequency [93] . In the first one, the data contains a periodic power use summary, broad enough not to cause privacy leakage. They are sent to community gateways and then FIGURE 36. Two-step authentication system used for cyber security [92] .
obtained by utilities for billing purposes. The other one has data containing specific power usage and is sent to regional control centers for fine-grained real-time control. According to this classification, Efthymiou and Kalogridis [93] proposed to assign each smart meter two IDs, one for low-frequency data transmission (LFID) and the other for high-frequency data transmission (HFID). The former is considered as a pseudonymous ID and open to utilities.
We would propose finding several privacy preservation levels similar to those in access control, each of which should have a tolerable amount of information leak. In each level, we can define the management goals. One privacy policy may allow full information exchange within a group. Therefore, this group of users can make the full use of their profits using their available information. Additional mechanisms using advanced encryption techniques may also come in handy. Anonymous credential, 3rd party escrow architecture, load signature moderation (LSM), electricity privacy, smart energy gateway (SEG), and privacy-preserving authentication have been investigated previously [94] . Again, smart grid network is considered as three basic layers: highest layer is a control center for power operator, the second layer is inside the distribution network and has substation supplying power. Finally, the lowest layer has smart meters which are at the users' end as shown in Fig. 37 below. Use of regression analysis for this purpose is also investigated [95] . It combines cross-correlation and regression to quantify the output which can be termed as 'regression analyses'. This work was further improved afterwards with some necessary adjustments.
Another work which utilizes the initial system operational costs (illustrated in Fig. 38 ) offers other benefits such as improved load balancing. The SEG architecture [97] is implemented at the user end that uses a privacy manager. It looks to provide user-centric privacy. Security and privacy in a smart grid are also analyzed emphasizing the privacy aspect [98] . Different perspectives are introduced as well, presenting a bi-directional supply chain linking power generation to transmission, distribution, and consumers through modern communication technologies. Others have used a holistic privacy engineering approach for smart grid systems [99] . Lu et al. [100] presented an energy privacy-preserving aggregation (EPPA) scheme with a view to securing smart grid communications. Fig. 39 shows performance comparison of EPPA with traditional approaches. Rial and Danezis [101] FIGURE 37. A 3-layer smart grid system can work as a massive security provider [96] .
FIGURE 38.
Components of Electricity privacy system as presented in [102] . All these contribute to the increased cost. (SCIB: Super Charge Ion Battery; IHD: In-Home Display).
emphasized privacy of metered data. They presented a set of privacy-preserving protocols which included a provider, a user agent, and a simple tamper-evident meter.
Under-frequency and under-voltage relays are used to sense the required command to implement load rejection as an emergency resource to protect the grid. More intelligence and wider customer participation would enhance the performance even more in the smart grid. Direct communication between the consumer and the market operator or through aggregators and local utilities (Fig. 40) , ensures wide range of customer participation. Demand response serves many other ancillary services other than flattening the load profile.
Proper implementation of a distributed system would increase the performance of the system under adverse events. An architectural framework to deliver such performance using highly equipped technologies is suggested below [72] : • Multilevel frameworks are required for autonomous systems.
• Need for better telemetry for PMU technology which would ensure faster speed.
• Faster control is also required.
• Ensuring Robust controls by proper adaptive protection and control settings for a wide area.
• Implementation of advanced sensors and intelligent devices.
• Requirements of integrated and secure communications for communicating between all agents.
• Implementing computing capabilities such as cloud computing etc.
• Using different Internet technology and protocols to facilitate data process and exchange with various platforms.
• Cyber security should be deployed and configured properly to enhance security issues. Fig. 41 shows the requirements of cyber-security systems for power grids to prevent certain threats.
As of the common attack types, various strategies have been presented previously with varying objectives. VOLUME 6, 2018 FIGURE 41. Desired qualities of cyber-security system of a power grid for protection against several types of cyber threats.
Interdiction attacks in transmission lines be can monitored by online contingency screening, as presented in [103] . Sequences of such attacks can also be detected by employing risk graph based heuristic approach, and reinforcement learning [104] , [105] . An intrusion detection system (IDS) capable of identifying multi-substation cyber-attacks was presented by Ten et al. [106] , whereas integrated effort of host and network IDSs against such attacks was presented by Hong et al. [107] . A PMU spoofing defense strategy was proposed by Fan et al. [108] . For identifying affected smart meters, active collaboration and inspection by both service providers and customers had been proposed in [109] . Application of Kalman filter to detect false data in the system was presented by Manandhar et al. [110] . References [111] and [112] discussed strategies to dupe attackers with misinformation with an aim to reduce the system damages. The United Stated Department of Energy was also evaluating the application of blockchain technology [113] to enhance cyber-security and reliability [114] .
Along with applying proper security measures, it is highly necessary to increase awareness and provide the operators with proper training. Knowledge and awareness decreases the chances of a breach in security, and at the same time it helps to employ the best practices. The general approach to increase cyber-resilience thus includes the following steps: educating employees on cyberthreats, modernizing control system, developing comprehensive cyber-strategy, implementing North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) standards, assigning leading executive positions for cyber-security (such as Chief Security Officer), establishing threat mitigation and breach response plan, assessing risk profile through independent scrutiny, and implementing NIST cybersecurity framework [39] . Also, cyber-security can only do so much without proper physical security; thus providing required physical safety to key system-infrastructure and maintaining it properly is a mandatory prerequisite for a robust security scheme.
B. UPGRADING THE SYSTEM INFRASTRUCTURE
To avoid the problems stemming from the aging infrastructure, it is highly necessary to renovate it by incorporating advanced control systems. The key points of which are: automation and digitalization, and pacing with technological improvement. Automation and digitalization is imperative to keep pace with the evolving power system architecture; these advanced systems also need sufficient devices to be employed at each stage of the power system to facilitate uninterrupted monitoring, communication, and control. The legacy system will gradually become obsolete as the types of meters, control system, and protection system evolve. To prevent compatibility issues from increasing, the old system must be upgraded keeping pace with the technological improvement that are taking place in other sectors of power system. The upgrades in utility infrastructure can be heavily benefited from utility-owned distributed generation (DG) facilities. By setting up such sources, the heavy investments in transmission and distribution can be cut down significantly [57] . Utility-scale solar plants are also expected to increase in Canada, the South/South Central United States, and the United States West Coast over the next ten years -as found out by a survey conducted in [39] . Such changes in generation sources demand changes in the way utilities operate, and those changes are not easy to come by. But, the idea of utility-owned DGs is a popular one all over the USA, except in the Southwest and the South Central regions. There is also a chance of using third-party aggregators for DG deployment in the next five years [39] . Installing utility-owned EV charging stations at public parking places can also be a prudent infrastructure upgrade strategy for utilities. These will increase their sales and revenues, and will provide the chance of controlling EV loads at these stations for balancing grid situations [39] .
C. NEW BUSINESS STRATEGIES
Though microgrids were seen as competitors to the utilities at the beginning, now these two are getting along quite well. Utilities are installing microgrids of their own to provide stable power supplies at remote places which are prone to frequent disruption in supplies. Microgrids are a better choice if cost-benefit analysis proves them to be more beneficial than conventional options [115] . Such a utility-owned microgrid is installed at Borrego Springs, California by San Diego Gas & Electric to increase reliability at a cost lower than a parallel transmission line. This microgrid is an ''unbundled utility microgrid'' -meaning the utility deals with the distribution while all or some of the energy sources are owned by the customers. Another community-microgrid is built by Pacific Gas & Electric partnered with Siemens to power local businesses and government offices [115] , [116] . It comes into use when the grid connection gets disrupted by calamities (for example, flash flood) by providing power to customers as the grid gets repaired. Distribution-automation helped EPB of Chattanooga, Tennessee, to obtain millions of dollars of benefit each year [117] . Hawaii has set a goal to generate 100% of its power from solar, and microgrid is a part of the plan [115] . Another model where utilities can use microgrids for their own benefits can be providing the microgrid facilities as a service to the people who want the facilities but do not want to operate a microgrid on their own. The utilities, in this scenario, can own and operate a microgrid, providing the customers with the facilities (reliability, lower cost, fuel hedging, and sustainability) and earning revenue, while shielding the customers from the risks. When the backup from microgrid is not needed, it can be used to provide services such as peaking power, voltage regulation, frequency response, and spinning reserve -to the grid. This strategy -microgrid-as-a-service, enables the utilities to maintain their customer base using microgrids. Such arrangements enable consumers to pay only for the services they enjoy. Moreover, utilities can use the microgrid to get some extra revenue by providing services to the grid when the local consumers do not need it [116] , [118] . Xcel Energy has made a partnership with Denver city and Panasonic to create a microgrid in Peña Station Next. This partnership enables the use of private funding and land to provide facilities to the grid. Panasonic will get a backup of approximately 4 hours for one of its critical establishments, while the utility will be able to reduce grid peak demand, conduct frequency regulation, arbitraging energy price, and integrate solar; it will also be able to test energy storages on the grid. Utilities also have expertise in skills required for building and operating microgrid -electrical engineering, grid balancing etc. Therefore, a move towards microgrid will not act to decrease their foothold [116] . A strong advantage of smart grid is its resilience that enables it to provide power in cases where traditional grid will be powerless. This capability can be employed to provide support to critical loads such as communication network, hospitals etc. by giving these systems their own microgrids [119] , [120] . The unique abilities of the smart grid platform also bring the idea of virtual power plant (VPP) to fruition, which creates a system interface among a number of distributed generation (DG) facilities which can then be operated as a single power plant [121] , [122] . Currently, software and business models for such plants are available commercially, and is operating in a number of countries including the United States of America, Canada, Australia, Germany, and Japan [123] - [125] .
With the increase in distributed generation, the grid is required to sell the energy produced locally. The utility can benefit from this by charging to provide this facility. To enable all this new billing systems, new revenue models are needed, where utilities can invest and offer an array of services at the customer side of meter, enabling the customers to invest in distributed generation with more ease. It is evident that the age-old charging system will no longer work in this changing scenario. New charging models has to be created which defines a cost structure affordable to all [126] . New billing rates for EV charging can also be offered by the utilities, and it can be the simplest way through which utilities can enter the emerging EV market. With attractive prices at off-peak hours, utilities can easily shift these heavy loads into useful slots of the load curve. Incentivized rates can also be offered based on the location of charging. The revenues generated from EV charging can also be applied into further investments in the grids, and reduce bills at other sectors -thus attracting more customers [39] . Keeping track of generation and consumption of each participant in a system with a massive amount of distributed generation (such as residential rooftop solar systems) can appear very challenging, and the blockchain technology is being heralded as a possible solution to that [127] - [129] . But the current systems need to change to accommodate such business models. Sticking to archaic business models is not something laudable; more adaptive systems incorporating customer-side models should be employed to keep the utilities in the business [130] . Regulatory reforms are also required to allow utilities to move towards new technologies and business structures with more ease -which can increase focus on research and development, and thus paving the way for a new generation of workforce adept with the advanced technologies. Fig. 42 shows how the current business models can evolve into possible future models. While some current structures may remain in the future, new types of companies and mergers are anticipated to appear. 
D. COMPENSATING FOR THE INTERMITTENCY OF RENEWABLES
There are several strategies that can be useful to overcome the uncertainty caused by intermittent renewables.
1) THE LAW OF LARGE NUMBERS
It is a probability theorem which shows the increased predictability of the aggregate result of many uncertain processes with increased number of such processes. When applied to the case of renewable energy generation, this law indicates that the combined output of all the renewable sources is much more stable than a single generating unit. Therefore, with an increased number of renewable sources scattered over a larger area, the geographical diversity will make the power generation less volatile by smoothing the fluctuations out on a second-by-second basis, and the amount of required reserve capacity will decrease [67] . Fig. 43 demonstrates this phenomenon in case of global solar irradiance.
2) THE POWER OF PREDICTION
Prominent renewable sources -wind and solar, depend on natural elements that have been modeled and forecasted with satisfactory accuracy levels for quite a long time. Many predictive algorithms are on the rise today, and a lot of such algorithms are being used for target advertising based on consumer data for a long time. Such programs, coupled with the weather data, can be able to forecast the production from renewable sources. For effective renewable energy prediction in the future, these algorithms and models have to be increasingly sophisticated to calculate the generation hours or days ahead [67] . Fig. 44 shows an output of a system currently used to predict wind power generation in Belgium. The algorithm appears to be quite capable as the measured output followed the predicted output rather closely. For better accuracy, better algorithms are needed. 
3) INCENTIVIZING ENERGY PRODUCTION AT THE RIGHT TIME AND PLACE
A mix of various sources which complement each other can be used to integrate renewable energy into daily operations in a large scale. Such strategies appear to be technically viable as coastal wind peaks during the daytime, continental wind peaks at night, while solar can peak at different hours of the day, depending on the orientation of the solar energy generation system. Fig. 45 demonstrates such a system. Here solar generation can be seen to rise when the wind generation slumps, and vice versa. The resultant combined output (Average L-W-S) can follow the average load curve quite identically. To make this system effective, an effective and efficient electricity market is essential which will motivate the right type of generation at the right place and time. Current electricity tariff systems already have varying price structures to synchronize with the supply and demand. Introducing such structures to renewable energy generation can encourage the generation of just the amount of power needed at a certain time, and thus decrease the need for expensive storage systems [67] .
4) KEEPING SOME RESERVE CAPACITY
To meet the demand when some of the renewables are not generating, 'just enough' over capacity can be installed. Using storage systems is a viable option too. The storage can store energy at the times when generation is more than the demand, and supply from there when generation decreases [132] .
E. PROPER USE OF ENERGY STORAGES
As the power system evolves and generation systems move to renewables, storage systems become a must. For utilities, storages are appearing as an essential tool to exploit some benefits. Time shifting is one of them. The peak demand is increasing every year, and utilities have to prepare for that beforehand. They must have the capacity to generate and transmit the additional power needed as the demand rises. They also need to produce power more than the base load during peak hours, which is often costly to generate. Storages can come into play in such cases by storing excess energy produced at off-peak hours (for example, night), and supplying from it when the demand is high. This arrangement enables the utilities to generate at lower costs. The cost benefits become more prominent as the gap between peak and off-peak hours increases. The use of storages thus also makes way for a flatter generation output, better efficiency, and lowered cost of fuel. To attain these advantages, pumped hydro storages have been used by many utilities, while large-scale batteries have become the present storage of choice to be installed at substations [133] .
Another benefit is maintaining the power quality. One of the standard services that power utilities must provide is keeping supply voltage and frequency in a tolerable limit. It is achieved by adjusting the supply according to the demand. Frequency control is done by output adjustment of power generators; it can be achieved by electrical energy storages (EES) as well. EES can mitigate voltage drops in a heavily loaded line by supplying electricity, it can also reduce the rises in voltage by absorbing them and storing as charge [133] . As storages become more available, chances for improved system performance and efficiency is increasing, while decreasing the necessity of large-scale investment commitments. Use of EES can provide load balancing across time periods, improved power quality, and increased reliabilityall resulting in increased quality of the utility's service. The keys to reap these benefits will be realistic assessment of costs and benefits, deployment of proper technology for each context, and working with regulators to design the service rates properly to monetize the benefits. Therefore, utilities have to consider the proper places and application to deploy storage systems to reinforce their grid-based architecture. They also have to work with the regulators to ensure proper return from the investments. Furthermore, they have to decide the position they want themselves into relative to the consumers who have new options other than the utilities. The utilities can try to stick to the customers by providing the additional services they need, or can concentrate on more reliable and efficient operation of the existing infrastructure. The technology developers need to demonstrate performance while reducing cost, and find out the applications best suited for their products. To survive in an evolving market, they must watch the simultaneously developing technologies and assess their strategies accordingly [82] . A survey performed in [39] where nearly 600 utility employees participated -showed that 46% of its participants expect moderate increase in grid-scale energy storage systems in the next ten years.
Looking beyond the reliability and efficiency perspective, power quality will receive enough importance at the distribution level [134] . As a result, critical functions of different tasks and controls associated with each execution cycle can be different based on the loads and dispersed resources which are connected to feeders. For example, a faster cycle for a feeder in a residential area with a significant level of lights may be a waste, while it may be helpful in an industrial area with a significant level of motor loads which may critically depend on a faster cycle. Likewise, a feeder for a life supporting system may require better power quality as well. To summarize the study conducted in this paper from all the sources reviewed, Table 3 is presented to show the prominent utility grid challenges found out, and the likely solutions identified, along with the degree of severity of those challenges and how often the utilities face them. Cyber-attack, along with the aging infrastructure raise the most amount of concerns; and they must be overcome for the current grid system to stay properly functional, and meet the enhanced demand of the 21st century.
IV. CONCLUSION
Utility electric grid with its modern devices and technologies is expected to provide more benefits compared to the problems that come with it. The development of power electronics technology, and drive towards sustainable energy generation gave rise to new trends such as smart grid, and renewable energy sources -which are causing some reliability and stability issues not experienced by utilities before the 21 st century. Furthermore, smart grid security, power system generation and distribution side complications, integration of renewable energy systems, storage devices, and power electronics devices make modern day power generation and transmission more complex than ever. Security of utility grid has emerged as a major challenge. A complete overview of these challenges with detailed explanation and their implication have been presented in this paper. In addition to that, the associated solutions to adapt to these changes have also been discussed. These challenges of the modern utility grid, and the pursuit to find their viable solutions are expected to create new innovative methods and emerging technologies in the years to come. Such changes are inevitable as well, as only their implementation can make the century-old power infrastructure transform into the next-generation power system.
